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Abstract:  

This paper deals with the design and implementation of Smart image monitoring system using Raspberry pi for mobile devic es. It 

increases the usage of mobile technology to provide essential security to our homes and for other control applications. The paper 

presents the design and implementation of an IoT-based Smart Home system for monitoring the Surveillance based upon the real 

time tracking of the devices at home using Raspberry Pi board, which can be used in homes and societies. The proposed system 

works on real time monitoring and voice control, so that the camera and switches can be remotely controlled and monitored wit h 

or without an android based app. It uses various sensors to not only monitor the real time device tracking but also maintaining the 

security of your house. The proposed outcome of the project aims as mult iple benefits of saving on Security of the home as  well 

as keep the users updated about their home security with an option of controlling the switching of the devices by using their  voice 

or simple toggle touch on their smartphone, and If someone enters in to the home when the owner is not available then owner can 

able to view the person from anywhere and also they can instruct them via live voice.  
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I. INTRODUCTION 

 

In many of the embedded system pro ject, raspberry pi is used 

due to its reliability and durability. In the field of electronics 

and communication, IOT has become part of our life same as 

the controller. GSM is widely used to do things wirelessly 

from anywhere and at any time. Security system for door lock 

controller is most useful in day today life. In the apartments 

there is a screen which is kept inside the home to see who is 

standing outside the door through mobile like screenshot via 

raspberry OS. After image has been detected in mobile phone 

the authorised person should send a command ok the door will 

be open. In this Project, GSM SIM300 module, Raspberry pi 

3, and Mobile for SMS, camera for image detecting, Speaker 

to receive voice as output and buzzer as input. Raspberry pi 

for image processing. 
 

II. DETAILED STUDY 

 

 Modern security system should be able to identify a 

housebreaker attempting to enter the home. After this 

notifying the victim about the invasion or any illegal activity. 

Also system should be able to prevent the housebreaker from 

entering the home as well as capturing/collecting proofs about 

invasion. Technology is changing day by day making the 

home security systems more powerful. It has changed from a 

simple lock and key security concept to implementing 

sophisticated security systems using cameras, microphones, 

contact sensors, proximity sensors, alarms, silent alarms, etc. 

The best feature about today‟s modern security systems is 

that, one can control their home devices just by using Internet. 

In some security systems, IR sensors are used to sense the 

presence of a human (housebreaker). Then it notifies the 

homeowner about the illegal activ ity or theft and buzzer starts 

ringing. The notificat ion to user is send by Bluetooth or SMS. 

The user becomes aware of intrusion by receiving notification. 

Also people in the neighborhood will become alert of the theft 

because of alarm. The homeowner can take appropriate action 

after this. An infrared sensor is an electronic instrument which 

is used to sense certain characteristics of its surroundings by 

emitting and/or detecting infrared radiation. Infrared sensors 

are also capable of measuring the heat being emitted by an 

object and detecting motion. IR sensors need to have direct 

line of sight between transmitter and receiver because it does 

not work through walls or doors. They must be almost directly 

aligned (i.e. able to see each other) to communicate. They are 

blocked by common materials such as people, walls, plants, 

etc. Due to short range performance drops off with longer 

distance. They are affected by environmental conditions like 

direct sunlight, rain, fog, dust and pollution. Data transmission 

rate is lower than wired transmission. Bluetooth is wireless 

LAN technology which is designed to connect devices with 

different functionality for example telephone, notebook, 

computer (desktop, laptop), camera, printer when these 

devices are at short distance from each other. It is an ad-hoc 

network that is formed spontaneously. Maximum 

communicat ion range of Bluetooth is 100m in any ideal 

conditions. But that is not sufficient for home environment. 

Bluetooth communication has comparatively high power 

consumption, so the batteries of devices need to be frequently 

recharged or replaced. Bluetooth technology has advanced and 

improved to Bluetooth Low Energy (BTLE), which provides 

the same range of communication. However, it has serious 

security concerns such as eavesdropping and weak encryption. 

Hence Bluetooth becomes unreliable for sending notification 

to homeowner. The security systems which use Bluetooth and 

IR sensor have some limitations. IR sensors can sense 

anything passing through it which may a living or nonliv ing 

thing. After sensing any object it notifies homeowner as well 

as rings the alarm. This creates problem for the user as well as 

the people in the neighborhood. This becomes problemat ic and 

tedious because whenever alarm rings the nearby people will 

reach that location for checking if there is something wrong. 

Also the user who is far away from that location will return 

back because he has received notification about invasion. This 

will happen every time even if any object is detected. It will be 

better approach if PIR sensors are used. The PIR Sensors can 

detect the Infrared Rays released by human body. The light or 

any other electrical appliance can be activated automatically  

by the active presence of a human body within the detection 
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range or coverage area & when there is no presence the light 

will be deactivated automatically. Even if any object comes in 

its range it will not detect because it is only programmed to 

detect those bodies that radiates the heat. So the advantage of 

PIR sensor is that it will detects only liv ing things. This 

feature is very beneficial in the security systems. Consider a 

scenario where the homeowner is out of station for 4-5 days, 

and if any intruder tries to invade the home. In that case 

proposed system uses PIR sensors for detecting human 

presence. If any human presence is detected it will turn the 

lights ON with the help of relay and the buzzers stats ringing. 

Camera is used to capture the image of intruder immediately  

after the lights are turn ON. Homeowner will be notified about 

the intrusion through SMS. The captured image will be 

uploaded on a web page as evidence or proof about the 

intrusion. This system is more efficient and feasible because 

the user as well as the neighborhood will get aware about this 

illegal activ ity. The homeowner will have image as evidence 

of intruder to take appropriate action. The theft is prevented 

because after the lights are turned on and the ringing of alarm 

will make the intruder unsuccessful in executing his plan. The 

intruder would escape the location and the theft is prevented. 

This system focuses on the security aspect of the existing 

home automation system and points out its flaws. It shows 

how the concept of security and meaning of the word 

“intruder” has changed in modern homes. The paper points out 

the shortcomings of existing home automation systems in 

identifying and preventing sophisticated intruders in a home 

environment. For future work in the field of home automat ion 

security, effort is to encourage the researchers to consider a 

home automat ion system as a whole and develop behavior 

prediction and advanced sensing parameters that can help to 

identify and prevent skilled and sophis ticated intruders. 

Security is vital for the proper implementation and 

development of the home automation systems. Moreover, it 

provides a sense of security to a home‟s inhabitant and puts 

their minds at ease. 

 

III. PROPOS ED ARCHITECTURE 
 

 
Figure.1. Block diagram 
 

The proposed system has been designed to overcome the 

drawbacks of the previous security system and to improve the 

security, flexibility, efficiency whenever needed, having a 

security camera system may sometimes be impossible due to 

the exhaustive costs incurred during installation. The 

Raspberry Pi is a computer of a size of a credit card that has 

the capability to become a camera security system when its 

own camera board is used. It contains all the essential software 

to include motion detection which enables the Raspberry Pi’s 

camera to detect motion and save the image as well as view a 

live streaming of the location from the camera. A python 

script, then directs the Raspberry Pi to send message. 

Notifications every time a mot ion is detected. With these 

components, a cost effective and efficient security camera 

system is made as reported here.  

A)Ras pberry pi  

 

 Raspberry Pi is a low-cost, basic computer that was 

originally intended to help spur interest in computing among 

school-aged children. The Raspberry Pi is contained on a 

single circu it board and features ports for: HDMI. USB 2.0. 

Composite video. 

 
Specifications: 

• We use Raspberry Pi 3 which is the third generation 

Raspberry Pi. It has 

• A 1.2GHz 64-bit quad-core ARMv8 CPU 

• 802.11n Wireless LAN 

• Bluetooth 4.1 

• 1GB RAM 

• 4 USB ports 

• 40 GPIO p ins 

• Full HDMI port 

• Ethernet port 

Combined 3.5mm audio jack and composite video. 

 

 
 Figure.2. Ras pberry pi 3  

 

Power Supply: 

 The power input of DVP-SS2 is DC.  

 The power is connected across twoTerminals.  

 

(B)USB CAMERA  

 

The image is captured using camera and sent to the Raspberry 

Pi through USB ports. You can use a standard USB webcam 

to take pictures and video on the Raspberry Pi 

 

 
 Figure.3. Camera 

 

(C)SPEAKER  

Hey receive audio input from the computer's sound card and 

produce audio output in the form of sound waves. Most 

computer speakers are active speakers, meaning they have an 

internal amplifier which allows you to increase the volume, or 

amplitude, of the sound.  
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Figure.4. s peaker 

 

D). S ERVO MOTOR 

A motor drive, in the field of photography, is a 

powered film transport mechanism. Historically, film loading, 

advancing, and rewinding were all manually driven functions. 

The desires of professional photographers for more efficient 

shooting, particularly in sports and wild life photography, and 

the desires of amateur and novice photographers for easier to 

use cameras both drove the development of automatic film 

transport. Some early developments were made with 

clockwork drives, but most development in the field has been 

in the direction of electrically driven transport. 

.  

 Figure.5. Servo motor  

 

IV. FLOW CHART OF THE PROCESS 

 

 

 
Figure.6.Flow Chart of the Process  

 

V. CIRCUIT DIAGRAM 

 

 
Figure.6. circuit diagram 

 

VI. SIMULATION AND HARDWARE 

 

 
 Figure.7. putty config  

https://en.wikipedia.org/wiki/Photographic_film
https://en.wikipedia.org/wiki/Photographer
https://en.wikipedia.org/wiki/Camera
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Figure. 8. putty interfacing VNC 

 

 
Figure.9. Raspberry page through vnc  

 

 
Figure.10. output for detecting image through camera 

 

 
Figure.11.Detecting image in mobile phone thr ough raspi  

webcam 

 

 
Figure.12. Hardware 

A hardware security module can be employed in any 

application that uses digital keys. Typically the keys must be 

of high-value - meaning there would be a significant, negative 

impact to the owner of the key if it were compromised. 

The functions of an HSM are: 

 onboard secure cryptographic key generation 

 onboard secure cryptographic key storage and 

management 

 use of cryptographic and sensitive data material 

 Offloading application servers for complete 

asymmetric  and symmetric cryptography. 

HSM are also deployed to manage Transparent Data 

Encryption keys for databases. HSMs provide both logical and 

physical protection of these materials, including cryptographic 

keys, from non-authorized use and potential adversaries. The 

cryptographic material handled by most HSMs are asymmetric 

key pairs (and certificates) used in public-key cryptography. 

Some HSMs can also handle symmetric keys and other 

arbitrary data Som HSM systems are also hardware 

cryptographic accelerators. They usually cannot beat the 

performance of hardware-only solutions for symmetric key 

operations. However, with performance ranges from 1 to 

7,000 1024-b it RSA signs per second, HSMs can provide 

significant CPU offload for asymmetric key operations. 

Since NIST is recommending the use of 2,048 b it RSA keys 

from year 2010,
[5]

 performance at longer key sizes is 

becoming increasingly important. To address this issue, some 

HSMs now support elliptic curve cryptography (ECC), which 

delivers stronger encryption with shorter key lengths. 

 

Figure.13. Hardware and software simulation 

 

A few of the HSMs available in the market have the ability to 

execute specially developed modules within the HSM's secure 

enclosure. Such an ability is useful, for example, in cases 

where special algorithms or business logic has to be executed 

in a secured and controlled environment. The modules can be 

developed in native C language, in .NET, Java, or other 

programming languages. While providing the benefit of 

securing application-specific code, these execution engines 

protect the status of an HSM's  FIPS or Common Criteria  

 validation  

 

VII. REFERENCES  

 

[1]. T. Ahonen, A. Hadid, and M. Pietikainen. Face 

description with local binary  patterns: Application to face 

recognition. IEEE Transactions on Pattern Analysis and 

Machine Intelligence, 28(12):2037–2041, 2006. 

 

[2]. A. J. Aved and K. A. Hua. A general framework for 

managing and processing live video data with privacy 

protection. Multimedia systems, 18(2):123–143, 2012 

https://en.wikipedia.org/wiki/Asymmetric_cryptography
https://en.wikipedia.org/wiki/Symmetric_cryptography
https://en.wikipedia.org/wiki/Transparent_Data_Encryption
https://en.wikipedia.org/wiki/Transparent_Data_Encryption
https://en.wikipedia.org/wiki/RSA_(algorithm)
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard


 

International Journal of Engineering Science  and Computing, April  2017         10094                                                                 http://ijesc.org/ 

 

[3]. A. Badii, M. Ein ig, and T. Piatrik. Overview of the 

MediaEval 2013 Visual Privacy Task.In Proceedings of the 

MediaEval Mult imedia Benchmark Workshop, page 2, 2013. 

 

[4]. X. Chen, J. Yang, J. Zhang, and A. Waibel, “Automatic 

detection and recognition of signs from natural scenes,” IEEE 

Trans. Image Process., vol. 13, no. 1, pp. 87–99, Jan. 2014.  

 

[5]. Sanchita Bilgaiyan, Sherin James , Sneha. S Bhonsle, 

Shruti Shahdeo, Keshavamurthy,” Android Based Signboard 

Detection using Image and Voice Alert System”  IEEE 

International Conference,  May 20-21, 2016, India  

 

[6]. Shilad itya Chowdhury, Aniruddha Dey, Jamuna Kanta 

Sing, Dipak Kumar Basu, Mita Nasipuri,” A Novel Elastic 

Window for Face Detection and Recognition from Video”  

2014 Sixth International Conference on Computational 

Intelligence and Communicat ion Networks  

 

[7]. Basavaraju R, Dr. Chetana Hegde,” Traffic Signal Time 

Analysis and Voice - Based App for Visually Impaired 

Pedestrians”-2015 

 

[8]. K. Kim, K. Jung, and J. Kim,” Detecting text in natural 

scenes with stroke width transform”-2014 

 

[9]. A. R. A l-Ali, M. AL-Rousan,’Java –Based Home 

Automation System’, IEEE Transactions on Consumer 

Electronics, Vol.50, No.2, pp. 498- 504, 2004.  

 

[10]. E. M. C. Wong,’A Phone Based Remote Controller for 

Home and Office Automation’, IEEE Transactions on 

Consumer Electronics, Vol.40, No.1, pp. 28-34, 1994 

 

11]. G. M. Sultan Mahmud Rana, Abdullah Al Mamun Khan, 

Mohammad NazmulHoque, Abu FarzanMitul,’Design and 

Implementation of a GSM Based Remote Home Security and 

Appliances Control System’, International Conference on 

Advances in Electrical Engineering (ICAEE), pp. 291-295, 

2013 

 

[12]. N.Shriskanthan, F. Tan, A0. Karande, ’Bluetooth Based 

Home Automation System’, Microprocessors and 

Microsystems, Published by Elsevier, Vol.26, No.6, pp.281-

289, 2002.  

 

 [13]. Chun-Liang Hsu, Sheng-Yuan Yang, Wei-Bin  

Wu,’Constructing Intelligent Home Security System Des ign 

with Combin ing Phone-Net and Bluetooth Mechanism’, IEEE 

International Conference on Machine Learning and 

Cybernetics, Boading,pp.3316-3323,2009. 

 

 [14]. S. Kanagamalliga, S. Vasuki, A. Vishnu Priya, V. 

Viji,‘A Zigbee and Embedded based Security Monitoring and 

Control System’, International Journal of Information Science 

and Techniques(IJIST),Vol.4, No.3,pp.173-178, 2014.  

 

[15]. Y. Tajika, T. Saito K. Termoto, N. Oosaka, M. Isshiki,  

’Networked Home Appliances System using Bluetooth 

Technology integration Appliance Control /Monitoring with 

Internet Service,’ Vol.49, No.49, pp. 1043-1048, 2003.  

 

[16]. J. A. Gut ierrez, M. Naeve, E. Callaway, M. Bourgeois, 

V. Mitter, B. Heile,’ IEEE 802.15.4: a Developing Standard 

for Low -Power Low –Cost Wireless Personal Area Network’, 

IEEE Network, Vol.15, No.5, pp. 12- 19,2001. 

          

 


